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Abstract- Cloud computing is architecture for providing computing service via the internet on demand and pay per user access to a pool of 

shared resources namely networks, storage, servers, services and applications, without physically acquiring them. So it saves  managing cost 
and time for organizations. A set of security protocols for ensuring the privacy and legal compliance of customer data in cloud computing 
architectures. Threats are which include data leakage, insecure interface, sharing of resources, data avai lability and inside attacks. There are 

various research challenges also there for adopting cloud computing such as well managed service level agreement (SLA), privacy, 
interoperability and reliability. To the best of our knowledge, PasS (Privacy as a Service) is the first practical cloud computing privacy solution that 
utilizes previous research on cryptographic coprocessors to solve the problem of securely processing sensitive data in cloud computing 

infrastructures. By using cryptographic encryption algorithms Cloud service providers (CSP) can provide a level of privacy and security to the 
cloud users. By following query any user can access the data from the cloud servers through decryption. 
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———————————————————— 

1 INTRODUCTION  
Cloud Computing is a distributed architecture that centralizes 
server resources on a scalable platform so as to provide on 
demand computing resources and services. Cloud service 
providers (CSP’s) offer cloud platforms for their customers to 
use and create their web services, much like internet service 
providers offer costumers high speed broadband to access the 
internet. CSPs and ISPs (Internet Service Providers) both offer 
services [1]. Customers should be aware through a secure 
privacy auditing process of all the operations carried out to 
secure the storage and processing of their sensitive 
information. In this paper we present PasS; a set of security 
protocols for ensuring the privacy and legal compliance of 
customer data in cloud computing architectures. PasS allows 
for the secure storage, processing, and auditing of users’ 
confidential data byAlthough cloud computing service 
providers touted the security and reliability of their services, 
actual deployment of cloud computing services is not as safe 
and reliable as they claim. In 2009, the major cloud computing 
vendors successively appeared several accidents [4]. Cloud 
refers to any form of Network (public or private) which is 
present at remote location. Almost all types of applications 
(Email, Video Conferencing, game etc.) execute in the cloud. 
Cloud Computing provides us facility to access any kind of 
information at any time. The cloud computing provides 
different services to their clients called front end and the cloud 
itself refer as back end that provides such services to the clients 

[7]. Cloud computing plays an important role in improving 
the quality of education to achieve required performance by 
offering many benefits for education such as providing low-
cost infrastructure, flexibility, scalability, collaboration, and 
ease-of-use [8].Cloud computing refers to the use of 
networked infrastructure software and capacity to provide 
resources to users on-demand. With cloud computing, 
information is stored in centralized servers and cached 
temporarily on clients that can include desktop computers, 
Laptops, mobiles and other devices computing devices. With 
Design perspective, Cloud computing is flexible, scalable and 
elastic offering IT services a way to easily increase capacity or 
add additional capabilities on demand without investing in 
new and expensive infrastructure and license software [9]. To 
offload storage to the cloud, there are many existing storage 
services for mobile devices, such as Drop box, Box, cloud, 
Google Drive, and Skydive We are integrating the Mobile 
computing and Cloud computing, surely there will be some 
security issues [10].  
This allows developers to concentrate on the business value 
rather on the starting budget. The clients of commercial clouds 
rent computing power (virtual machines) or storage space 
(virtual space) dynamically, according to the needs of their 
business. With the exploit of this technology, users can access 
heavy applications via lightweight portable devices such as 
mobile phones, PCs and PDAs [1]. Cloud computing has very 
quickly become one of the hottest topics  if not the hottest one 
for practicing engineers and academics in domains related to 
engineering, science, and art for building large-scale networks 
and Internet applications. Nowadays, everyone’s talking 
about clouds [2]. 

2 RELATED WORKS 

This paper presents a protocol or set of instructions that uses 
the services of a third party auditor or checker not only to 
verify and authenticate the integrity of data stored at remote 
servers but also in retrieving and getting the data back as soon 
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as possible in intact form. The main advantage of this scheme 
is the use of digital signature to assure the integrity of local 
data. However, the overall process is quite problematic and 
complex as the keys and data are also encrypted and 
decrypted respectively [2]. The authors deal with the problem 
of security of data during data transmission. The main thing to 
fear about this paper is the encryption of data so that 
confidentiality and privacy can be easily achieved [2]. 

3 MODELS OF CLOUD COMPUTING 

Generally cloud services can be divided into three categories:  
 Software as a Service (SaaS),  
 Platform as a Service (PaaS),  
 Infrastructure as a Service (IaaS) [6]. 

 

Fig 1: How Security Gets Integrated 

3.1 Software-as-a-Service (SaaS) 

SaaS can be described as a process by which Application 
Service Provider (ASP) provide different software 
applications over the Internet. This makes the customer to 
get rid of installing and operating the application on own 
computer and also eliminates the tremendous load of 
software maintenance; continuing operation, safeguarding 
and support. 
3.2 Platform as a Service (PaaS) 

PaaS is the delivery of a computing platform and solution 
stack as a service without software downloads or 
installation for developers, IT managers or end-users. It 
provides an infrastructure with a high level of integration 
in order to implement and test cloud applications. 
3.3 Infrastructure as a Service (IaaS) 

Infrastructure as a service (IaaS) refers to the sharing of 
hardware resources for executing services using Virtualization 
technology. Its main objective is to make resources such as 
servers, network and storage more readily accessible by 
applications and operating systems. 

4 CLOUD SECURITY REFERENCE MODEL 

The cloud security reference model addresses the 
relationships of these classes and places them in context 
with their relevant security controls and concerns. For 
organizations and individuals grappling with cloud 
computing for the first time, it is important to note the 
following to avoid potential pitfalls and confusion [1]. 
The notion of how cloud services are deployed is often 
used interchangeably with where they are provided, which 
can lead to confusion. For example, public or private clouds 
may be described as external or internal clouds, which may 
or may not be accurate in all situations.   
This is not to suggest that the on- or off-premise location of 
an asset, a resource, or information does not affect the 
security and risk posture of an organization because they 
do — but to underscore that risk also depends upon [1]. 

 The types of assets, resources, and information 
being managed.  

 Who manages them and how.  
 Which controls are selected and how they are 

integrated. 
 Compliance issues. 

 

Fig 2: Cloud Computing Deployment Model 

For example a LAMP stack deployed on Amazon’s AWS 
EC2 would be classified as a public, off-premise, third-
party managed-IaaS solution, even if the instances and 
applications/datacontained within them were managed by 
the consumer or a third party.  A custom application stack 
serving multiple business units, deployed on Eucalyptus 
under a corporation’s control, management, and 
ownership, could be described as a private, on-premise, 
self-managed SaaS solution.  Both examples utilize the 
elastic scaling and self-service capabilities of cloud. 
First one classifies a cloud service against the cloud 
architecture model. Then it is possible to map its security 
architecture as well as business, regulatory, and other 
compliance requirements against it as a gap-analysis 
exercise. The result determines the general “security” 
posture of a service and how it relates to an asset’s 
assurance and protection requirements [5]. 
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Fig 3: Mapping the Cloud Model to the Security Control & 
Compliance Model 

5 CLOUD COMPUTING SECURITY ISSUES 

5.1 Security Issues Associated with the Cloud 

There are many security issues associated with cloud 
computing and they can be grouped into any number of 
dimensions. According to Gartner, before making a choice 
of cloud vendors, users should ask the vendors for seven 
specific safeties Issues: Privileged user access, regulatory 
compliance, data location, data segregation, recovery, 
investigative support and long-term viability [4]. 

 

   Fig 4: Cloud computing security architecture 

6 CLOUD COMPUTING SECURITIES 

Cloud Computing Security as “Cloud computing 
security (sometimes referred to simply as "cloud security") 
is an evolving sub-domain of computer security, network 
security, and, more broadly, information security. It refers 
to a broad set of policies, technologies, and controls 
deployed to protect data, applications, and the associated 
infrastructure of cloud computing.” Note that cloud 
computing security referred to here is not cloud-based 
security software products such as cloud-based anti-virus, 
anti-spam, anti-DDoS, and so on [4]. 

7 CLOUD KEY SECURITY CHALLENGES  

There are some clouds key Security challenges are [6]: 
 Authentication 
 Access Control 
 Policy Integration 
 Trust Management 

7.1 Authentication  

Throughout the internet data stored by cloud user is 
available to all unauthorized people. Henceforth the 
certified user and assistance cloud must have 
interchangeability administration entity. 
7.2 Access Control  

To check and promote only legalized users, cloud must 
have right access control policies. Such services must be 
adjustable, well planned, and their allocation is overseeing 
conveniently. The approach governor provision must be 
integrated on the basis of Service Level Agreement (SLA).  
7.3 Policy Integration  

There are many cloud providers such as Amazon, Google 
which are accessed by end users. Minimum number of 
conflicts between their policies because they user their own 
policies and approaches. Service Management: In this 
different cloud providers such as Amazon, Google, 
comprise together to build a new composed services to 
meet their customers need. At this stage there should be 
procuring divider to get the easiest localized services.  
7.4 Trust Management 

The trust management approach must be developed as 
cloud environment is service provider and it should 
include trust negotiation factor between both parties such 
as user and provider. For example, to release their services 
provider must have little bit trust on user and users have 
same trust on provider. 

8SECURITY PROBLEMS FACED BY CLOUD 

COMPUTING  

There is a chance where a malicious user or hacker can get 
into the cloud by impersonating a legitimate user, there by 

affecting the entire cloud thus affecting many people 
who are using the infected or affected cloud [8]. Some of 
the problem which is faced by the Cloud computing are: 

 Data theft 
 Integrity of data 
 Privacy problems 
 Loss of data 
 Infected Applications 
 Exact location of data 
 Vendor level Security 

9 CONCLUSION AND FUTURE ENHANCEMENT 

Cloud security is an ultimate concept which will 
crush the drawbacks the acceptance of the cloud by the big 
MNCs, companies and organizations.There are a lot of 

79

IJSER

http://www.ijser.org/


International Journal Of Scientific & Engineering Research, Volume 9, Issue 4, April-2018                                                 
ISSN 2229-5518 

 

IJSER © 2018 

http://www.ijser.org 

 

security algorithms which may be implemented to the 
cloud. According to service delivery models, deployment 
models and essential features of the cloud computing, data 
security and privacy protection issues are the primary 
problems that need to be solved as soon as possible. Data 
security and privacy issues exist in all levels in SPI service 
delivery models and in all stages of data life cycle. Cloud 
service providers need to inform their customers on the 
level of security that they provide on their cloud. In this 
paper, we first discussed various models of cloud 
computing, security issues and research challenges in cloud 
computing. 
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